Assertion 10 Digital Data and Compliance —

New Governance Statement

Annual Governance and Accountability Return (AGAR) Assertion 10: Digital and Data
Compliance is a new governance statement requirement for smaller authorities,
introduced in the 2025 edition of the Smaller Authorities Proper Practices Panel (SAPPP) —
previously the changes were subsumed under Assertion 3

Here are the key details of what Assertion 10 means and what your organisation needs to
have in place:

What it covers
To answer “Yes” to Assertion 10, your authority (or council) must demonstrate that:

o The organisation is complying with the UK General Data Protection Regulation
(UK GDPR) and the Data Protection Act 2018

e The body treats personal data lawfully, fairly, and in line with the data protection
principles (such as purpose limitation, data minimisation, accuracy, storage limitation,
integrity/confidentiality).

o It understands its role as Data Controller and/or Data Processor when relevant.

o Its website and digital presence meet accessibility and transparency requirements —
e.g., the site complies with the Public Sector Bodies (Websites and Mobile
Applications) (Accessibility) Regulations 2018 and the Web Content Accessibility
Guidelines (WCAG) 2.2 AA standard.

o It uses an official, authority-controlled domain for email/communications (not
personal email accounts or generic free domains) and has appropriate
IT/communications policies in place.

When it takes effect

e Assertion 10 will appear on the AGAR for the 2025-26 financial year (so for year
ending March 2026) and was introduced in the 2025 Practitioners’ Guide.
o That means preparations need to be well underway now to meet the requirements.



What actions you should take
Based on the guidance, here are the practical steps your authority should look at:

1. Website review — ensure your website:
o Meets WCAG 2.2 AA (or better) accessibility standard.
o Publishes required documents (e.g., F.O.1. publication scheme, transparency
code contents).
o Has an accessibility statement on the site.
2. Domain & email setup — ensure the authority uses:
o A domain it owns (ideally a .gov.uk or similar) for official communications.
o All officers/councillors using authority-issued email addresses (not personal
Gmail/Outlook accounts) for official business.
3. Data audit & protection — carry out:
o An audit of personal data processed: what you hold, why, how it’s stored, who
accesses it, when it is deleted.
o Review and update data protection policies: GDPR/DP Act compliance, SAR
(subject access requests), data breach policy etc.
o Provide training to staff/volunteers/members about data protection
responsibilities.
4. 1T & communications policy — ensure you have:
o A formal IT policy (including “Bring Your Own Device” if applicable)
covering use of devices, access, backups, security.
o Clearly defined roles and responsibilities for digital/data governance.
5. Governance & accountability — ensure you can demonstrate (and document) that
you have done the above steps in time to answer “Yes” to the assertion.

Why it matters

o [t strengthens data governance and ensures councils (and smaller authorities) handle
digital communication, data and websites responsibly.

o Failing to meet Assertion 10 may lead to a “No” answer in the AGAR, which could
trigger external audit questions or reputational risk.

o It’s part of the evolving landscape of digital compliance and transparency for local
authorities.

Summary

In short: Assertion 10 is about your authority demonstrating that it has structured, up-to-date
governance around its digital presence and data handling, not just financial controls. If you
can confidently tick “Yes” knowing that your website, email systems, policies and data
practices meet the required standards, you are ready for it.



